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CHI THI

Vé ting cwong cong tic biao dam an toan thong tin mang,
an ninh thong tin cho thiét bi camera giam sat trén dia ban tinh Vinh Long

Trong thoi gian qua, tinh Vinh Long da day manh tng dung cong ngh¢ thong
tin, xay dung Chinh quyén dién to huong toi xay dung chinh quyén s, kinh té 50,
xa hdi so; cac co quan, don vi dang lap dat hé thong camera giam sat dya trén nén
tang giao thirc mang (sau day goi tat 1a ‘Camera giam sat”) dé quan ly, giam sat
tinh hinh an ninh, trat ty. Tuy nhién, mot s6 hé thong Camera giam sat chua dugc
quan 1y nén tiém an nhiéu nguy co bao mat ¢ thé bi khai thac nham phuc vu cac
hanh vi vi pham phap luét, nhu: thu thap trai phep dir liéu, thong tin cua co quan,
t6 chirc, nguoi dung cho cac myc dich lura dao, chiém doat tai san; chlem quyén
diéu khién thiét bj va sir dung cho cac cudc tin cong mang, phat tan phan mém doc
hai; c6 thé 1am 16 bi mat nha nuéc, lam anh huéng dén an ninh qudc gia, trat tu an
toan xa hoi.

Pé khic phuc cac ton tai va rai ro vé an toan thong tin mang, an ninh thong
tin lién quan dén Camera giam sat va thuc hién Chi thi s6 23/CT-TTg ngay
26/12/2022 ctia Thu tuéng Chinh phil vé ting cudng cong tac bao dam an toan
thong tin mang, an ninh thong tin cho thiét bi camera giam sat; Chu tich UBND
tinh yéu cau:

1. Cac s0, ban, nganh tinh; UBND cac huyén, thi xa, thanh ph6 (UBND cap
huyén), UBND cac xa, phuong, thi tran (UBND cap xa), cac co quan, don vi va
cac doanh nghiép nha nudc dong trén dia ban tinh thyuc hién hiéu qua cac bién phap
Sau.

a) Xac dinh cép do an toan He théng thong tin va trién khai phuong 4n bao
dam an toan Hé thong thong tin theo cap do, theo quy dinh cua phap luét va tiéu
chuan quy chuan ky thuat qudc gia vé an toan Hé thdng thong tin theo cap do khi
trién khai cac Hé thong thong tin c¢6 str dung camera giam sat.

Trén co s& hudng dan cua S& Thong tin va Truyén thong, xac dinh cép do an
toan Hé thong thong tin c6 sir dung camera gidm sat trinh cap co tham quyén tham
dinh, phé duyét chaim nhat dén hét ngay 25/4/2023; trién khai day da phuong an
bao dam an toan Hé thong thong tin theo cap do dbi vdi cac Hé thong thong tin €6
sir dung camera giam sat dang van hanh theo quy dinh ctia phap luat va tiéu chuan,
quy chuan ky thuat quéc gia, thoi gian hoan thanh chim nhit dén hét ngay
20/9/2023.

b) Chi dao cac co quan, don vi truc thudc khi dau tu, mua sim camera giam
sat hoac thué dich vu cong nghé thong tin c6 sir dung Camera giam sat thuc hién
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kiém tra, danh gia an toan thong tin mang theo quy dinh cua phap luat; thuc hién
kiém tra, ddnh gia an toan thong tin mang dinh ky theo quy dinh doi véi cac Hé
thong thong tin c6 sir dung camera gidm sét.

¢) Str dung camera giam sat dap Gmg cac yéu cau vé bao dam an toan thong tin
mang theo quy dinh; khéng st dung camera giam sat khong co chting nhan xuét
xt, chat luong san pham hodc da duoc co quan c6 thim quyén canh bao khong bao
dam an toan thong tin mang.

d) Pap ung ngudn lyuc, kinh phi bao dam an toan thong tin mang cho cac Hé
théng thong tin c6 sir dung Camera gidm sat; chiu trach nhi¢m trude Chu tich
UBND tinh néu dé xay ra mAt an toan thong tin mang, an ninh thong tin, 16 bi mat
nha nudc tir cac Hé thong thong tin co s dung camera gidam sat thudc pham vi
quan ly.

d) Xay dung va ra soat, stra doi, b sung quy ché bao dam an toan thong tin
mang cua co quan, don vi, trong d6 quy dinh rd sit dung Camera gidm sat phai bao
dam an toan thong tin mang.

e) Sau khi quy chuan k¥ thuat qudc gia vé yéu cdu an toan thong tin mang co
ban cho camera giam sat dugc ban hanh co quan, don vi khan trrong nghién ctru,
to churc thuc hién 4p dung quy chuan k¥ thuat nay trong pham vi quén ly.

2. S¢ Thong tin va Truyén thong co trach nhiém

a) Uu tién 16ng ghép cac ndi dung tuyén truyén, huéng dan bao dam an toan
thong tin mang cho Camera giam sat vao cac chuong trinh, hoi nghi tap huan vé
chuyén doi so.

b) Huéng din cic co quan, don vi xac dinh cip d6 an toan Hé thong thong tin,
trién khai ddy du phuong an bao dam an toan Hé thong thong tin theo cip do ddi
v6i cac Hé théng thong tin c6 sit dung camera giam sat. Thoi gian hoan thanh
tredc ngay 10/4/2023.

¢) Kip thoi c6 van ban huong dan trlen khai, pho blen huéng dan ap dung bo
tiéu chi, danh muc, quy chuéin k¥ thut qudc gia vé yéu cau an toan thong tin mang
co ban cho camera giam sat sau khi Bo Thong tin va Truyén thong ban hanh.

d) Chu tri to chire trién khai, don dbc, theo ddi, kiém tra viéc trién khai thuc
hién cac ndi dung tai Chi thi ndy va bao cao Chu tich UBND tinh két qua trién khai
thuc hién.

3. Cong an tinh ¢6 trach nhiém

a) Tang cuong cong tac phong ngira, dau tranh va xir Iy nghiém theo quy dinh
cua phap luat doi vdi cac co quan, to chiic va ca nhan 1gi dung Camera giam sat dé
xam pham an ninh quoc gia, trat tu an toan xa hoi trén dia ban tinh.

b) T6 chirc danh gia an ninh thong tin d6i voi hé théng camera giam sat tai
cac cong trinh quan trong lién quan dén an ninh quéc gia, cac Hé thong thong tin
quan trong vé an ninh qudc gia trudce khi dua vao van hanh, sir dung.
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c) Trién khai thyc hién viéc thiét lap, quan 1y, van hanh, bao tri hé thong
camera phuc vu cong tdc dam bao an ninh trat tu cua lyc lugng Cong an nhan dan
dé thong nhat thyc hién trén pham vi toan qudc theo hudéng dan cia B Cong an.

4. S¢ Cong Thuong chu tri, phéi hop Cuc Quan ly thi truong Vinh Long co
trach nhiém tang cuong quan ly, kiém tra cac doanh nghiép hoat dong kinh doanh
Camera giam sat, khong dé cac camera giam sat khong dap tmg quy chuan k¥ thuat
qudc gia v& yéu cau an toan thong tin mang co ban cho Camera giam sat luu thong
trén thi truong; dau tranh chdng cac hanh vi vi pham phap luat vé 1am gia, nhép lau
camera giam sat.

5. B4o Vinh Long, Pai Phat thanh va Truyén hinh Vinh Long c6 trach nhiém
b tri chuyén muc, kénh phat song, thoi gian phat song chwong trinh, tin bai vé an
toan thong tin mang, trong d6 c6 ndi dung lién quan dén camera gidm sat dé nang
cao nhdn thirc va phd bién k¥ ning co ban bao dam an toan thong tin mang cho
nguoi st dung.

6. Cac doanh nghiép cung cap dich vu vién théng, Internet

a) Cha dong kiém tra va xtr 1y cac Camera giam sat khong bao dam an toan
thong tin mang do doanh nghiép cung cép trén ha ting mang ludi ciia doanh
nghiép.

b) Chu dong thong bao cho nguoi str dung dich vu cua doanh nghiép khi phat
hién camera giam sat cia nguodi st dung khong bado ddm an toan thong tin mang.

¢) Phoi hop véi So Thong tin va Truyén thong trong viéc theo ddi, phat hién,
ngdn chan va xu Iy cadc camera giam sat khong bao dam an toan thong tin mang.

d) Phéi hop voi co quan chire ndng cua Cong an tinh trong viéc phat hién va
xur ly t6 chure, cd nhan loi dung Camera gidm sat dé xam pham an ninh quoc gia,
trat tu an toan xa hoi.

/. Thu truong cac s0, ban, nganh tinh, Chu tich UBND cap huyén, Thi truong
cac co quan, don vi ¢o lién quan nghiém tac trién khai thuc hién Chi thi nay./.

Noi nhan:

- Bo Thong tin va Truyén thong;

- Thuong truc Tinh uy;

- Thuong truc HDND;

- CT, cac PCT UBND tinh;

- Lanh dao VP.UBND tinh;

- Cong an tinh;

- Cé&c s0, ban, nganh tinh;

- UBND céc huyén, thi x4, thanh phd;

- B4o Vinh Long, Pai PT&TH Vinh Long;
- Cac phong, ban, TT thug¢c VPUBND tinh;
- Cong TTDT tinh;

- Luu: VT, 1.16.05.
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